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Mobile Payments initiative — Plan 2Q13

« IFSF planned the initiative for 2013 as there was a high degree of
expectation that mobile payment would be needed as part of the customer
offer at service stations

— Initially unsure as to the form this would take as there are many different business
models and payment instruments involved

— Different offers continue to emerge and it is clear that support of NFC alone will not
meet the market need

— Scoping project therefore endorsed to identify the need and to establish the process
to be followed

« PCATS also announced an initiative in this area and the two organisations
have agreed to work together with the objective of seeking a global solution

- (b?ore questions from the survey will also be used by PCATS to increase the sample
ase

« Initiative will be progressed in two phases
— Phase 1 Scoping — aim for completion in 4Q 2013 — open to all to contribute

— Phase 2 Execution - to start late 2013/early 2014 — following normal IFSF practice
this will be open to Members, Partner organisations and Technical Associates
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e Support for all technically compatible Mobile Payments
(MP) initiatives

 Must handle Outdoor (indoor later), Fuel Cards and
Loyalty Cards, links to dispenser

e Options with and without OPT (terminal)

e Support for multiple payment instrument types
including, but not limited to:
— card payments
— direct debits (DD)
— credit transfers (CT)
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Mobile Payments EFT Drafting
Sub-Group formed

* First Use Case Document produced end September 2013

e But progress after survey via open meetings during 4Q13 with
mixed F2F and virtual participation (including PCATS remotely)
very slow and difficult

 Agreed to form small dedicated drafting sub-group that would
report to normal IFSF EFT Working Group

* Excellent progress made after sub-group formed
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Members:

* Wolfgang Luhrsen, BP

* Richard Thoma, European Parking Association
e Tamas Braun, ExxonMobil

* Anees Ahmad, Shell

* Jeremy Massey, Statoil Fuel & Retail

e Jean-Luc Laurenge, Total

e Richard Ledain, Visa Europe
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Sub-Group Meetings

Meetings:

Seven full-day F2F workshops (with no remote participation
- except for minute taking)

All held between 8th January and 20th March 2014
All hosted by a sub-group member

Document production done by attendees

Reported to EFT WG at each F2F meeting

All subsequent sub-group meetings virtual
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Legend (see also Scope Document): POS EPS

MD = Mobile Device ¢ ¢
MPPA = Mobile Payment Processing Application Site

MNO = Mobile Network Operator TERM | NAL

ACH = Automated Clearing House (for DD or CT)
FEP = Front End Processor
PP = Payment Processor

PUMP
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Main Logical Entities and roles involved are:
* MPPA (Mobile Payments Processing Application)

— Provider of Mobile Payments App on MD and/or wallet and/or offsite server where
payment instrument details stored

*  MNO (Mobile Network Operator)
— Provider of mobile network connection for MD (but may also use eg. Wi-Fi at site)
* ACH (Automated Clearing House)

— Mechanism to process Direct Debit (pull) and Credit Transfer (push) payments between
bank accounts in different banks

* Card Scheme

— May be scheme itself (for 3-party schemes), issuer (eg. for Fuel Cards) or Acquirer
e Site and FEP/PP architectures

— Often, but not always related in some way eg. by sharing same brand

— Many different architectures possible, some irrelevant here (eg. POS-EPS or not at site)
NB: Many special cases possible where one entity may play more than one role!
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Customer initiated mobile payments

MD used as a contactless EMV card in a Secure Element

MD used as a contactless card in the SIM card

MD used to initiate card payment offsite with no card details sent to site
MD used to initiate CT payment offsite with no account details sent to site
MD used to initiate DD payment offsite with no account details sent to site
MD used to initiate card payment offsite with all card details sent to site
MD used to initiate CT payment offsite with all account details sent to site
MD used to initiate DD payment offsite with all account details sent to site
Merchant (site) initiated mobile payments:

i Total input

PCATS

J. Mobile Payments Pay at Pump Use Case

S@® h0 o0 T W
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MD used as a contactless EMV card in a Secure Element (*)

MD used as a contactless card in the SIM card (*)

MD used to initiate card payment offsite with no card detalls sent to site} High Priority

MD used to initiate CT payment offsite with no account details sent to site

MD used to initiate DD payment offsite with no account details sent to site} D

MD used to initiate card payment offsite with all card details sent to site} Highest Priority

MD used to initiate CT payment offsite with all account details sent to site} o
Low Priority

Lowest Priority

MD used to initiate DD payment offsite with all account details sent to site
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Use Case F, Card Detalls sent to site, indirect UM

WALLET
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MNO
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Legend (see also Scope Document):

MD = Mobile Device

MPPA = Mobile Payment Processing Application
MNO = Mobile Network Operator

ACH = Automated Clearing House (for DD or CT)
FEP = Front End Processor

PP = Payment Processor

O Statoil Fuel & Retail
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Flows:

 Agreement on methodology for next level of detailed message flows

e UML sequence diagrams chosen

* Convention to ensure unambiguous and compatible with current P2F/H2H diagrams

Basis for messaging:

* Appeared that messaging based on ISO8583 standard would be sufficient

* No cases identified where would be unable to handle known requirements

* Decision allowed extension of current P2F and H2H and related security standards
* Draft diagrams therefore referred to 1100/1110 and 1220/1230 messages

* Ledto 2 new unsolicited message types (and their responses):
— 9304 Pump Reservation Enquiry Request
— 9104 Mobile Authorisation Request (formerly known as Pump Activation Request)
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» Separate MP section in POS/FEP (34 pages) and
Host/Host specs, but needs to be read as part of V2

* All agreed use cases addressed

e Currently only outdoors included and no CT solution
since agreed an indoor-only one

* Kept in separate section 8 since expect frequent
changes eg: addition of Indoor in next release

* Agreement reached on V2 publication 13" November
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UM from MPPA via FEP/PP to Site.

Pre-auth firom Site via FEP/PP to Card Scheme
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8.3 Flows

The following flows cover a number of use cases which the table below encapsulates.

Payment Pavment FEP UM from | Terminal Corresponding

Authorisation Instrument | included | MPPA to: | at site flows in section:

MPPA to Card Scheme Card No Site Not 8.4.1/8.9.1
required

MPPA to Card Scheme Card Yes FEP to Site | Not 8.4.2/8.9.1
required

MPPA to FEP to Card Card Yes Site Not 8.4.3/8.9.1

scheme required

MPPA to FEP to Card Card Yes FEP to Site | Not 8.4.4/8.9.1

scheme required

Site to Card Scheme Card No Site Required 8.5.1/8.9.2

Site to FEP to Card scheme | Card Yes FEP to Site | Required 8.5.2/8.9.2

Site to FEP to Card scheme | Card Yes Site Required 8.5.3/8.9.2

Site to Card Scheme Card No Site Required 8.6.1/8.9.2

Site to FEP to Card scheme | Card Yes Site Not 8.6.2/8.9.2
required

Mandate on Site Direct Debit | No Site Not 8.7.1/8.9.2
required

Mandate on Site Direct Debit | Yes FEP to Site | Not 8.7.2/8.9.2
required

Mandate on MPPA Direct Debit | No Site Not 8.8.1/8.9.1
required

Mandate on MPPA Direct Debit | Yes FEP fo Site | Not 8.8.2/8.9.1
required

Credit Not Implemented

transfers
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Mobile Payments standard

incorporated into V2
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